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Form D
NEW DEGREE PROGRAM PROPOSAL
Introduction

The field of computer science and IT has advanced far beyond just programming and code. As
mobile devices and their capabilities expand, the need for cybersecurity has risen to address a
variety of needs: securing network access, preventing identity theft, providing information
assurance, securing databases, conducting investigations and protecting general business
operations. Although there is an increasing demand for cybersecurity professionals in many
employment sectors, there are not enough professionals to fill this need. Washington State has
one of the highest concentrations of such jobs in the nation outside of the nation’s capital and
surrounding areas, and within our state, jobs in cybersecurity are steadily increasing. This steady
increase in jobs is currently not matched by the production of an educated workforce.

A Bachelors of Applied Sciences in Cybersecurity and Forensics will open additional
baccalaureate pathways to students and workers in our region. This BAS program has two
primary objectives: to provide advanced certificates to those with existing bachelor’s degrees and
to provide BAS degrees to those with only an AAS degree in a related field.

The proposed BAS degree in Cybersecurity and Forensics emerges naturally from our current
AAS degree and builds on our existing strengths. Highline’s CIS program offers an especially
solid foundation for expansion into baccalaureate-level instruction. Our program has a history of
offering high quality degrees, taught by skilled instructors. With our isolated labs, our students
can do full installations of functional networks on real hardware, not just virtual machines, and
can get hands-on experience in installation, creation of networks, and securing networks and
operating systems, along with network router configurations and disaster recovery.

Criteria 1. Curriculum Demonstrates Baccalaureate Level Rigor

1.1 Program Learning Qutcomes and Assessment

To meet the demand for cybersecurity professionals, we not only have to produce students and
future workers who can program and install hardware and operating systems, but we need to
train individuals and to secure information, identify when it has been compromised and track
down the perpetrators when it happens. Graduates of the BAS in Cybersecurity and Forensics
will be able to

e Secure the commonly used operating systems such as Windows, Linux and Apple at the
small office/home office (SOHO) level to the enterprise level.

e Securely install, configure, program and maintain routers, switches and hubs for the
SOHO to enterprise level operation.

e Implement cloud security for the variation of cloud environments including public,
private and hybrid.

e Implement and maintain mobile security for SOHO to enterprise level operation.

e Install the three popular database products — MySQL, MS SQL Server and Oracle
securely on various operating systems. Understand the implications and ramifications of
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the various combinations. Be able to design, install and maintain a secure database with
each database server on the various operating systems.

e Perform penetration testing on various platforms, applications and network designs.
Understand what can be expected and how to deal with situations.

e Perform forensic investigations on mobile devices and networks that support mobile
devices.

e Perform effective digital forensics investigations at the device and network level. Be
proficient at applying this knowledge to cloud investigations.

e Perform e-discovery tasks and understand the legalities if the company is under a
litigation hold for items such as routine purges, deletion of data, etc.

The assessment of the BAS degree in Cybersecurity and Forensics will use the same assessment
process as other Highline Community College degrees. At HCC, responsibility for assessment
of student learning resides squarely with the faculty. The approach allows faculty to focus on
student learning outcomes for a specific course or program that are specifically meaningful to
them, using assessments derived from their disciplines and pedagogy. The assessment process is
supported and facilitated by the Standards, Outcomes and Competencies Committee (SOCC), a
standing faculty committee comprised of divisional representatives and library faculty, with ex
officio representation from instructional deans and the institutional researcher.

The college’s assessment processes, guided by SOCC, facilitate a cycle of continuous
improvement. Annual reports on assessment activities are submitted by academic department
coordinators at the end of every academic year to the vice president for academic affairs, who
reviews them before forwarding them to SOCC. The reports follow a structured, consistent
format determined by the vice president. Using a common rubric, SOCC members review and
evaluate the departmental reports prior to fall quarter. The evaluations are then sent to the vice
president and the academic division chairs, as well as the department coordinators early in fall
quarter. Departments meet with members of SOCC to review the evaluations and discuss
possible improvements to their assessment activities, as well as planning for the current year’s
assessments. Follow-up contact between SOCC members and departments is available during
winter and spring quarters as departments maintain momentum on their assessment activities.

In 2002, Highline Community College adopted a set of college-wide student learning outcomes
(CWOs) that represent an integrated set of foundational knowledge, skills, and attitudes that
prepare each learner for future academic and career success. These basic competencies create a
foundation for a lifetime of self-directed learning, effective communication, and responsible
citizenship. Highline’s CWOs are:

Think Critically

The ability to identify and summarize assumptions, issues, and salient arguments, as well as to
draw logically valid conclusions from statements, images, data, and other forms of evidence
relevant to discipline- or occupation-specific content, and to assess the implications and
consequences of conclusions.

Reason Quantitatively
The ability to comprehend, analyze, estimate, use, and evaluate quantitative information
arising in a variety of situations and involving a combination of words, data sets, graphs,
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diagrams, and symbols.

Communicate Effectively

The ability to read, write, listen, speak and use visual and other nonverbal means of
communication with clarity and purpose while being mindful of audience characteristics; to
express original thought, to take a position and defend it using solid evidence and sound
reasoning; and to recognize and consider the perspectives and contributions of others.

Demonstrate Civic Responsibility in Diverse and Multifaceted Environments

The ability to understand and interact productively and ethically with others in diverse local,
national, and global communities with an informed awareness of contemporary issues, their
historical contexts, and their personal relevance.

Develop Information and Visual Literacy

The ability to assess the information requirements of complex projects, to identify potential
textual, visual and electronic resources, to obtain the needed information, to interpret,
evaluate, synthesize, organize, and use that information, regardless of format, while adhering
strictly to the legal and ethical guidelines governing information access in today’s society.

Highline’s college-wide outcomes are directly linked to course level student learning outcomes
across the curriculum, including courses specific to the BAS in Cybersecurity and Forensics.
Further, program-level outcomes are mapped to both course-level and college-wide outcomes.
Continuous assessment of student learning at the course or program level ensures that the CWOs
are also assessed regularly, providing the college with data for continuous improvement in all
areas.

1.2 Program Evaluation Criteria and Process

Highline has an established process for reviewing AAS degrees that assures comprehensive
examination, allows focus on pertinent areas, and requires timely action on recommendations.
That process informs the foundation for the institution of regular review of BAS degree
programs. A BAS program review will be scheduled every 3 to 5 years. The program review
committee includes faculty representation from the department, division, and at large, and the
Dean for Instruction for Professional Technical Education. The process includes collaboration
with the Institutional Researcher. Unique to BAS degree review is the role of an external
reviewer. The committee determines the focus points of the review process which typically
include but are not limited to examination of the following information:

e Mapping of degree/program outcomes, college wide outcomes, curriculum and course
alignment, and student learning outcomes

e BAS related industry relationships, meeting regularity, program contributions

e Student enrollment, retention and completion

e Surveys and/or focus groups of students determining satisfaction with
feedback/recommendations

e Surveys and/or focus groups of BAS alumni determining satisfaction and
feedback/recommendations

e Report of student work-based learning/internship opportunities

e Data tracking employment in the industry post BAS graduation
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e Employer satisfaction and feedback regarding graduate preparation, advancement
opportunities, wage progression
e Opportunities for pathways to related master’s degrees and actual student access

The process includes quantitative data collection, employer-industry, faculty, and student
interviews, and student and alumni focus groups. The external reviewer conducts student and
alumni focus groups and compiles the findings for the review committee.

The program review committee completes a self-study that includes relevant quantitative and
qualitative data, recommendations and a time line for implementation. The external reviewer
analyses the self-study and meets with the review team for final suggestions prior to report
submission to the Vice President for Academic Affairs.

The program review self-study is submitted to the Vice President for Academic Affairs. The VP
for Academic Affairs presents the review to the Executive Staff (President and Vice Presidents).
The Executive Staff reviews the report, provides feedback and suggestions to be considered, and
assists in identifying resources for implementation.

The program courses will be sent out to industry participants for critique and assessment. Many
of the members are on the advisory committee. Others are members of groups such as the Agora
(a local group of security professionals) and CTIN (Computer Technology Investigators
Northwest), the City of Seattle, and Expedia.

1.3 Course Preparation needed by entering students

Entering students must have completed an AAS degree in a related field such as Networking,
Network Engineering, Network Security or Digital Forensics. For example, the students at HCC
who successfully complete the AAS in Network Specialist or Data Recovery/Forensics would be
eligible. Articulation agreements are being worked out with Peninsula CC and their AAS in
Cybersecurity and Forensics and with Whatcom CC’s Networking degree.

Students must have a background in hardware, operating systems, networks and routers. An
introductory class in digital forensics is a recommended for entry; however, students can take
CIS 155 — Intro to Computer Forensics prior to taking any classes in the Digital Forensics
certificate portion of the degree.

Students should have completed to a level of Math 111 at a minimum; however, Math 141/142 is
preferred. Students also must have completed English 101, college composition, at a minimum
and are advised to have taken English 235, Technical Writing. If they have not completed the
latter, they can take English 235 while in the program, as it is a prerequisite for English 335,
Advanced Technical Writing, which is one of the general education requirements of the BAS
degree.

1.4 General Education Components

If the students enter with the equivalent of the general education requirements of the HCC
degrees, 40 credits of general education is required for the BAS. Initial industry consultation
revealed a lack of skill in professional presentations and professional/personal ethics. Table |
below outlines the classes that will be required in this program. The state requires a lab science
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and a second natural science. Global Environmental Issues — ENV 301 — will be the required lab
science. Students can select any lower or upper division natural science for the other five credits.

Table 1. General Education Requirements for Cybersecurity BAS Degree

Distribution Area

Required
Credits

Cybersecurity
BAS Gen. Ed.
Requirements

Credits

Communication Skills

10 credits

COMST 101/5cr
ENGL 101/5 cr.

10 credits

Quantitative/Symbolic

Reasoning Skills

5 credits

MATH 111 or
MATH 141/5 cr.

MATH 346
Statistics-
Learning from
Data/5cr

10 credits

Humanities

10 credits

PHIL 346
Professional
Ethics/5 cr.

ENGL235
Technical
Writing/5 cr.

10 credits

Social Sciences

10 credits

SOC 115 -
Crime and
Society/5 cr.

PSYCH 120
Human
Relations/5 cr

10 credits

Natural Sciences

10 credits

ENV 301 —
Global
Environmental
Issues/ 5 cr.

CSCI 100 Survey
of Computing or
CSCI 142 Java 1

10 credits
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/ Scr

Business Skills 5 credits Project 5
Course * Management /5
Cr.
Additional General 10 credits COMST 320 10
Education Presentation
Skills or ENGL
335 Advanced
Technical

Writing/ 5 cr

PSYCH 320
Social
Psychology /5 cr.

Grand Total of 60 60 to 65
Credits

* Required for the degree but not the distribution

In the field of network and cybersecurity, calculus is not heavily used; however, statistics and
visualization of data is of highest importance, considering the amount of network traffic that
must be analyzed. Because many IT professionals do not have strong business acumen,
providing a 300-level project management class that can be directly applied to their field will
address this need.

1.5 300 and 400 Level Class Work

As mentioned earlier, allowing students to complete intermediate certificates as they go through
the program is one of the objectives of this BAS because these certificates help with job
placement. The courses are arranged to meet this goal. And some of these certificates will be tied
to industry certifications. As shown in Table II, four certificates are included as part of the
degree: Database Security, Penetration Testing, Digital Forensics and Investigations, and
Advanced Network Security. This allows students to complete certificates and either obtain a
promotion in their current job, gain an internship or continue on with the degree. The key
objective is, of course, to provide pathways for students to complete the BAS.

A key item is the 5 credit internship, 150 hours of work experience, which will be required for
those students not currently working in the field. While more than a few industry fellows want
as much as 6 months of internship, in this economy unless the internship is paid, six months is
not a practical solution for our students. Real world experience is critical and this requirement
would provide this.

This degree is unique in that it focuses not only on the ability to install, secure, monitor, and
maintain the network; students learn how to perform penetration testing and track down how the
network was compromised. Students will learn to solve higher level problems, to create or
evaluate the best solutions, and to conduct investigations at the device and network level.
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Table 2. BAS in Cybersecurity, Courses for Junior and Senior Years

Database Security Certificate Class code credits
Database Installation &
Configuration Management CIS 310 5
Database Security & Audit CIS 312 5
Advanced Database Security CIS 314 5

Digital Forensics and Investigations
Intro to E-Discovery Tools and

Techniques CIS 350 5
Mobile Forensics &

Investigations CIS 360 5
Network Forensics &

Investigations CIS 370 5

Advanced Network Security
Secure Router & Switch

Architecture CIS 320 5
Cloud Security CIS 420 5
Wireless and Mobile Security CIS 430 5

Penetration Testing Certificate

Pen Testing | CIS 450 5
Pen Testing I1 CIS 460 5
Internship CIS 480 5

60

Criteria 2: Qualified faculty

Because the BAS in Cyber-Security and Forensics is built upon the college’s longstanding
associate-degree programs in Network Specialist and Data Recovery/Forensic Specialist, the
program can take advantage of the faculty expertise and energy that already exist within the
department. By design, the new upper-division courses and the existing lower-division
assignments will be shared among the department members, both part- and full-time. In this
way, the program can align its teaching assignments with particular areas of faculty strength and
can maintain full integration of upper- and lower-division studies.
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Table 3. Program Core Faculty

Lead Faculty Credentials Courses Qualified
Amelia Phillips BS Astronautical Engineering, Massachusetts | CIS 310, 312, 314,
Institute of Technology; 350, 360, 320, 430,
MBA Technology Management, University of | 450, 460
Phoenix
PhD, Interdisciplinary —Cybersecurity and
Law, University of Alaska Fairbanks
Chun Yu AA — Transfer, Highline Community College | CIS 350, 360, 370,
BA- Business Administration, Seattle 450, 320, 420, 430,
University 450, 460, 480
MS-Information Security-City University,
Seattle , Washington
Professional Certifications: CCAI, CCNA,
MCSE, A+, Net+, MCP+ Internet
Dan Morrill BS Information Systems Management, CIS 320,
University of Maryland CIS 420,
MS E-commerce, University of Maryland CIS 430, 450, 460
ABD Doctor of Management, University of
Phoenix
Professional Certifications: Certified Ethical
Hacker, Amazon Web Services
Ron Godfrey 14 years’ experience in digital forensics at a CIS 350,
Fortune 500 company and has taught the AAS | CIS 360

forensics series for four years.

In addition to the
foundation classes

Terry Lahman

Over 35 years of experience in the field
including Microsoft Senior Programmer,
Microsoft Principal Test Manager, Software
Development Engineer and Chief Digital
Forensics Analyst for eForensicsPro; GPS
devices and mobile forensics

Professional Certifications: Certified
Computer Examiner (CCE); Certified Data
Recovery Expert, AccessData Certified
Examiner (ACE); AccessData Mobile
Examiner (AME)

CIS 350

CIS 360

In addition to the
foundation classes

Staff

MS or higher in Network Security, Operating
Systems, Database design and security,
Mobile applications and security

CIS 310, 312, 314,

The staffing plan anticipates two-member core faculty, with specialized coursework offered on
an occasional basis by adjunct instructors drawn largely from local industry. In light of the BAS
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program’s modest cohort size, the resulting 2.5 full-time equivalent (FTEF) staff is sufficient to
maintain a student-to-faculty ratio of no more than 20-to-1 in didactic courses and 15-to-1 in
applied laboratory sections. The particular distribution of faculty duties can be summarized as
follows:

Lead faculty (1.0 FTEF, full-time): Highline’s lead instructor in cyber-security is tenured
and currently holds the position of chair for the Pure and Applied Sciences Division. A
nationally-recognized expert in the field of computer forensics, she is co-author of Guide
to Computer Forensics and Investigations, one of the standard texts in the field
globally. She holds a Bachelor’s in Astronautical Engineering from MIT, an MBA in
Technology Management from University of Phoenix and has just received one of the
country’s first Ph.D. degrees in the Cyber-security field, from University of Alaska
Fairbanks. She has over 20 years of teaching experience, 11 of it at Highline, and three
semesters of that time in Namibia, as a Fulbright Exchange Scholar. Her new textbook E-
discovery: An Introduction to Digital Evidence was published in August 2013. She
was the lead author on this ground breaking topic.

Co-lead faculty (new position, 1.0 FTEF, full-time): To complement the program’s lead
instructor, the college determined that an additional full-time faculty appointment is
required to support the BAS option. The new instructor is Chun Yu, who was actually a
Highline Community College graduate many years ago. Chun has earned a Bachelor’s
from Seattle University and a Master’s from City University in Information Technology.
In addition he is CISCO-certified, not only as a practitioner, but as an instructor, which
will pave the way for the program offering CISCO certification. He has over ten years of
teaching experience and brings the perspective of an ESL student to the program.

Adjunct faculty (0.5 FTEF): Adjunct instructors will offer additional specialized courses.
The department is fortunate to have a stable, highly-qualified pool of regular adjunct
instructors who are willing to share their particular areas of expertise. Dan Morrill has
been teaching for the program for three years now, has completed coursework towards
his PhD, and is a Certified Ethical Hacker which lends itself well to courses such as
Penetration Testing. He is also well versed in securing databases and in cloud security.
Ron Godfrey has been teaching the digital forensics series at Highline Community
College for the last four years. He has fourteen years of experience at a regional Fortune
500 company. Terry Lahman will begin teaching in the fall as part of the forensics
faculty. He brings knowledge of digital forensics from a criminal defense and public
defenders perspective. Terry is also well versed in GPS and mobile devices which are a
growing discipline in the digital forensics field. In addition, the department will be
recruiting from the Master’s degree candidates at UW Tacoma, some of whom have
already taught for the program.

It should be noted that, in the cyber-security arena, successful practitioners often hold no higher
than baccalaureate-level credentials. Because the field is highly technical and highly changeable,
certifications are commonly obtained in the workplace or through third-party training. If
necessary, Highline is prepared to support degree-completion to at least the master’s level for
successful faculty candidates as the program continues to grow. Though the field is highly
competitive, in the past the college has been able to fill its Computer Information Systems
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Department vacancies, part- and full-time, from a number of sources, including local industry,
the military and part-time faculty at other institutions.

In addition to the core faculty within the department, the BAS program will engage instructors
from Highline’s liberal arts divisions to teach upper-division general-education and support
courses. In most cases, these 300- and 400-level offerings will be taught by tenured faculty who
have been reassigned to develop and teach the new coursework, with adjunct instructors serving
as replacement faculty at the lower-division level.

Table 4. General Education Faculty

Name Credentials Courses

Glen Avantaggio BA, University of Maine; PhD, University of | PHIL 346
Hawaii

Woody Moses BA, Vassar College; MS, Oregon State ENV 301
University

Craig Hurd-McKenney | BA, Texas A&M University; MA, Southern ENGL 335
Methodist University; PhD, Texas Tech

University

Vickie Ropp BA, California State University, Long Beach; | CMST 320
MEd, University of Alaska; PhD, University
of Washington

Michele Manber MA, San Francisco State University; PhD, PSYCH 120

University of Washington

Highline is fortunate to have 35 doctorate-prepared faculty among its tenured ranks. They will
be given preference for upper-division assignments. In no case will upper-division courses be
taught by anyone with less than master’s-level credentials.

Criteria 3: Selective admissions process, if used for the program, consistent with an open
door institution.

HCC is committed to open-door general admission, a policy that provides increased access to
higher education for those that have been disenfranchised. HCC is the most diverse institution of
higher education in Washington State; 70.1% of our student body is comprised of students of
color. Almost all our students are first-generation and we serve a community that is
economically challenged. As Figure 1 indicates, the diversity of students who have completed
our Associate of Applied Science degrees over the past five years has risen steadily from 35%
students of color to 41% student of color.

Figure 1. AAS Completions at Highline Community College, 2008-2013
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The BAS in Cybersecurity and Forensics will provide students coming from our AAS programs
and certificates with the opportunity to continue their education in an institution that has already
served them well. Because they provide a pathway for students who have received associate
degrees in professional technical fields, BAS programs increase access for historically
marginalized populations, which include women, people of color, first-generation students and
those with limited financial resources.

One of the best ways to recruit student of color is to provide role models for them. Dr. Amelia
Phillips, the division chair of applied sciences and head instructor in this program, is a woman of
color who has been in a variety of fields including engineering. Chun Yu, the other key instructor
for this program, is a Pacific Rim immigrant who has been successful in the field as well. The
students will see first-hand what they can do.

In addition, Highline houses a number of services that support diverse students in their
educational endeavors. First, we offer one of the most successful MESA (Math, Engineering,
Science Achievement) programs in the area. MESA serves underrepresented students in STEM
(Science, Technology, Engineering, and Math) fields with academic support and professional
development. MESA offers academic services along with personal, financial aid, and transfer
advising. Our MESA Student Center offers students a dedicated space to study, access to
computer workstations, industry guest speakers, workshops, advising, and scholarship and
internship resources. All MESA students collaborate with the MESA Director on a personalized
student success plan to support their success at Highline Community College and beyond. Our
goal is for students to excel academically and transfer successfully to four-year institutions as
STEM majors. Utilizing the MESA model, Highline will develop similar cohort groups to enable
our students of color to excel in the field.

Another program designed to serve underrepresented students is our successful TRIO Program,
which is a federal program designed to recognize and deliver services to eligible students from
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disadvantaged backgrounds. For students who qualify, our college’s TRIO program is targeted to
serve and assist low-income individuals, first-generation college students, and individuals with
disabilities to progress successfully from middle school to post baccalaureate programs.

Using the cohort groups formed through MESA and TRIO, in addition to other programs, we can
attract students of color. We are surrounded by middle and high schools with high diversity.
Tukwila High School has been named the most diverse high school in the nation. By providing
these students with the support systems engendered by cohort groups, the program will be able to
retain them.

Admissions

The selection process, while, not quota based, will be sure not to disallow someone from a
disadvantaged situation. We will aim for a balanced classroom that will help make what has been
a white male dominated field one that has gender and culture balance. Our plans anticipate
modestly-sized cohorts. We will employ a selective admissions process. Our admissions
department coordinates will coordinate the admissions processes required for entry into the BAS
program. Highline will use minimal admissions criteria, using criteria that ensure students are
prepared for upper-division coursework. This reflects our continued commitment to both student
access and success.

For the BAS in Cybersecurity and Forensics, the admissions criteria include:
a. General admission to HCC, which means that students are at least 18 years of age or have
completed high school.
Paid admission application fees
Complete application to the cybersecurity program
d. Completion of an AAS degree
¢ from a regionally accredited institution
e with a 2.5 or better GPA
¢ in Network Specialist, Networking, Cybersecurity, Computer/Digital Forensics.
Related fields will be considered and the equivalency determined by the program
coordinator.
e. Sign a disclaimer acknowledging that government, law enforcement, military, and
Department of Defense-related jobs will require a background check prior to
employment.

c o

To meet basic admissions requirements, students must have completed a minimum of a college
level math course, the equivalent of ENGL& 101, and COMST&101. Prior coursework must
include hardware, operating system installation and standard networks. Preferred background
for admitted students includes ENGL& 235, MATH& 141, and digital forensics. Students who
lack these courses will be required to complete them post-admission. Admitted students will be
notified upon evaluation of their transcripts of lower division classes needed to complete general
education requirements or those needed as prerequisites for upper division core classes.

Offers of admission will be made to up to 15 eligible candidates who have submitted a complete
application by the deadline. To be considered complete, all requirements must be met on or
before the deadline. Our initial plan is to admit qualified candidates from each pool on a first-
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come, first-served basis. However, if enrollment demand proves overwhelming, we reserve the
right to consider alternative admissions processes, including ranking or lottery systems.

Criteria 4: Appropriate student services plan.

For our students in the BAS program, we have employed a full-time director for the BAS
programs. His main responsibilities will be to act as a point of contact with students, helping
them to navigate the enrollment and funding process. He will work closely with each BAS
faculty coordinator and with student services, including admissions, financial aid, advising and
registration. The BAS director will also help with outreach to prospective students and
prospective employers. In addition to this director, the college will fund an additional half time
position in student services in order to provide even more support in admissions and financial aid
for BAS students.

Key departments throughout the college, many of which are located in the student affairs
division, are prepared to serve our BAS students.

e Qutreach Services
An active liaison between the college and our community, our Outreach Services
department is keenly aware of both our prospective students and the unique needs of our
geographic service area. The work of our Outreach Services department involves
forming relationships and establishing a presence in our local high schools, employer
communities, and community centers. Cultural competency and the intentional building
of long-term relationships are emphasized. The efficacy of this approach is evident in the
diverse makeup of our campus.

e Admissions
Recognizing that admission is a key process that will be experienced by all BAS students,
the college involved our Admissions department early in the conversation. Collaborating
closely with instructional partners, criteria will be established that are balanced, rigorous
and necessary to ensure that BAS candidates are prepared to be successful and earn the
degree. The Admissions department has a proven commitment to clear, comprehensive
communication and a process that is both transparent and equitable. This department
provides high-quality services and a welcoming environment and is committed to
ensuring that students successfully transition into the college. In its work creating and
maintaining student records, Admissions serves students from entry to exit and beyond.

e Financial Aid
Highline will provide a comprehensive financial aid package to all admitted and eligible
BAS students. Financial Aid will work to ensure that students have access to as wide a
variety of funding options as possible and will consider the unique needs of special
populations, such as veterans. Required documents and deadlines will be consistent for
all Highline students. Aid will be packaged based on eligibility and availability of
funds. The Financial Aid Office will make available orientations, workshops and advisor
appointments. The Financial Aid Director and her staff are committed to helping
students understand the financial aid application process and guidelines. Our Financial
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Aid office is preparing for the unique needs, experiences and situations of the BAS
student. Our Financial Aid Office has been in contact with the Department of Education
and Department of Veterans’ Affairs. We are prepared to submit the required program
updates to those entities as soon we receive approval of our Substantive Change
Prospectus from the Northwest Commission on Colleges and Universities (NWCCU).

e Registration & Records
BAS students will receive attentive registration services and accurate and safe record-
keeping from our Registration & Records department. To prepare for our BAS programs,
course adoption forms will be authored and submitted, and permissions for programs and
degrees obtained. All systems will be updated from degree audit to SMS to ensure that
BAS students are served and included. BAS students can go to Registration & Records
for any needs related to transcript evaluation, degree posting and transcript generation.

o [nstructional Computing
Recognizing that the right tools are critical for academic success, HCC has invested
significant resources in technology. Our college has a dedicated instructional computing
department (IC). Separate from our administrative technology department, the focus of
IC is centered on the needs of the student. This department ensures that we have quality
facilities, technical support, equipment, systems and resources adequate for the high-
demand technology needs required for student success. Open extended hours and
featuring 15 classroom labs and 3 drop-in labs areas, the Instructional Computing Center
makes both computing resources and human expertise readily available to all students.
This ICC is in addition to 13 classroom or open labs throughout campus and other
satellites both on- and off-campus.

Coupled with the eLearning platform, the integrated myHCC system gives students the
mobility they need to work in any location. From financial aid status to educational
progress, online services provide transparency and protected access to student record
information. Specifically in anticipation of the BAS students and their needs, HCC is
preparing by adding additional equipment and resources, including staffing. We are in
the process of establishing dedicated labs for Computer Information Services (CIS)
programs. BAS will receive comprehensive and extensive technology access and support
services from HCC).

e Access Services
A core value of HCC is access and that is just what BAS students will receive from the
skilled staff in this department. Access Services supports and assists students who have
disabilities with campus and classroom accommodations. Reasonable accommodations
include services like interpreting, transcription, alternate format textbooks and alternative
testing.

o Academic Advising
Advising availability and accuracy are critical to BAS student success. We have devoted
resources to building our advising programs to serve prospective and current students:
o During the academic year, there will be information sessions for prospective BAS
students. These faculty-led sessions will cover the admissions requirements for
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each BAS program, application deadlines, learning format, funding sources, and
other pertinent program information.

o Drawing from what has proven to be a successful strategy with our two-year
professional-technical programs; BAS students will be assigned a faculty advisor
in the BAS program. Faculty advisors in the professional-technical departments
review and approve initial applications for graduation. With a faculty advisor,
BAS students will consistently receive the most complete, accurate and current
information not only on graduation requirements, but also on industry trends and
connections. Further, this faculty-driven advising model leverages classroom
relationships between students and their instructors, providing yet another avenue
for engagement and retention.

o Our BAS students will benefit from the seamless support made possible by the
Educational Planning and Advising Center (EPAC). While faculty will handle
in-program student advising, EPAC will work closely with the instructional
department in order to offer advising to students when faculty are away from
campus as well as support students who are seeking admission into the program.

e Academic Early Alert
Our program design emphasizes close contact between the students and their lead
instructors, who will act as the students’ academic advisors. At the midterm of the first
quarter, a grade check will go to each student and primary faculty advisor. Students who
have earned below a 2.5 in any of their core classes will be required to meet with their
advisor. An appropriate plan for additional support will be developed between student
and advisor. In addition, regardless of their GPA, all students will also be required to
meet with their advisor at the end of their first quarter, as well as at their 45-credit
threshold, to assess their progress.

o Academic Support Center
The mission of the HCC Tutoring Center is to provide academic support to all students
enrolled at Highline Community College. They assist students in numerous academic
disciplines through a variety of tutoring techniques, addressing individual needs in a
constructive environment. For example, BAS students may use the HCC Writing Center
for help with writing in any class or see one of the math support tutors for assistance with
quantitative literacy in any of their courses.

o Library
A critical part of student success is access to appropriate and plentiful resources for
research. Our library staff and faculty collaborate with students, faculty, staff and the
community to achieve their personal, professional and educational goals by providing
excellent, innovative library resources and instruction. Our library boasts many features
including study rooms, an extensive variety of online databases, an open computer lab,
interlibrary loan options and even serves as a Federal Depository Library.

o  Campus Community
We are prepared to offer the BAS student an experience that extends beyond the
classroom. The co-curricular and extra-curricular activities we offer will work in unison
with the classroom experience to ensure BAS student success and retention. Our college
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is well-regarded among our peer institutions and recognized as a leader in the area of
student leadership and engagement. In our most recent accreditation visit, we received
compliments for our innovative and exemplary programming in this area. We are excited
to provide this experience to our incoming BAS students and welcoming them into our
campus community through opportunities for:
o Service: student governance, advocacy, leadership jobs
o Engagement: clubs, organizations, Intercultural Center (a physical space with
resources to explore and celebrate culture and diversity)
o Formal Learning: First Fridays Leadership Institute, Winter Leadership Retreat,
MLK Week, Unity through Diversity Week, Students of Color Conference

o Career Advising
Another aspect of advising that will be of particular interest for BAS students is career
advising. Highline is prepared to serve BAS students with resources and guidance to
support their transition. The college has committed resources and our advising programs
serve not just prospective and current students but also near- and recent-graduates:

o Our Transfer Center will identify appropriate resources for BAS candidates whose
intentions are to continue further on their academic path, including bridges to
Masters level programs. This center will serve as a resource for BAS students
who are exploring options for future graduate studies. The Center will identify
appropriate resources for BAS students whose intentions are to continue further
on their academic pathway, including bridges to Masters-level programs.

o Highline’s BAS faculty will develop articulation agreements with specific
graduate programs and communicate the information to the Transfer Center.

o To successfully assist program graduates with placement, our counseling center is
acquiring resources about placement opportunities relevant to these new career
pathways. These resources will be available in individual sessions and in
curriculum for career exploration courses.

Criteria 5: Commitment to build and sustain a high quality program.

As noted earlier in this application, Highline Community College has kept sustainability at the
center of its BAS development. The institution’s plans are intentionally modest and
conservative. The college’s goal is to offer the BAS opportunity to a limited number of students
in a manner that is highly efficient, making extensive use of existing infrastructure, faculty
expertise, and curricular resources of the longstanding AAS-level Data Recovery/Forensic
Specialist program within the Computer Information Systems Department.

Financial projections: The college’s financial model for its BAS programming is built on a
projecting funding mix of roughly 50-percent tuition income and 50-percent institutional base-
budget investment. Currently, BAS tuition rates in Washington average roughly $7,500 per
annual full-time equivalent (FTE) student, a planning figure that Highline intends to match
locally dollar-for-dollar, bringing the annual support to $15,000 per FTE. This 50-50 funding
ratio roughly approximates the institution’s current mix of state and local funding streams for its
other, existing programs and arguably represents a generous allocation of base-budget funds,
given the heavy dependence on tuition revenue at the state’s other baccalaureate institutions.

HCC, BAS in Cybersecurity, Forms C & D Page 19



Target enrollments have been set conservatively at 15 FTE, yielding a modest overall program
budget of $225,000 annually (15 FTE enrollments at $15,000-per-FTE).

Because the program can utilize the existing laboratory facilities and instructional technologies
associated with the existing AAS-level curriculum — and because the organizational home for
the degree will remain within established departmental structures — the projected, new
expenditures for the BAS option are almost entirely in direct-service personnel. The bulk of this
new investment will be in one additional full-time faculty position ($80,000 annual salary and
benefits, projected), along with a half-time position in Student Services ($26,000 annual salary
and benefits, projected). The remainder of the program’s expenditures will primarily be in
additional paraprofessional lab assistants, part-time faculty, supplies and materials, marketing,
and professional development. Effective July 2013, Highline appointed a full-time, mid-level
manager ($90,000 annual salary and benefits) to oversee the start-up administration of the
college’s four planned BAS offerings. For budgeting purposes, that position’s costs have been
distributed proportionately (0.25 FTE each) among the suite of BAS programs.

Table 5 provides a detailed five-year projection of expenditures and revenues for the BAS start-
up phase.

Table 5. Financial Projections for BAS in Cybersecurity and Forensics

Highline Community College
BAS Financial Projections

Year 1 Year 2 Year 3 Year 4 Year 5
Revenues:
State Support $ 75,000 $ 78,833 $ 77,700 $ 77,700 $ 77,700
Local Support $ 188875 $ - S - 8 - 8 -
Thuition $ 78600 $§ 143350 $ 164250 $ 164250 $ 164250
Total Revenue $ 342475 $ 222,183 $§ 241950 $§ 241950 $§ 241,950
Expenditures
Full-time faculty position $ 60,000 $ 60,000 $ 60,000 $ 60,000 $ 60,000
Part-time Faculty $ 11,100 $ 22,000 $ 22,000 $ 22,000 $ 22,000
BAS Director (.25 of 1.0 FTE) $ 15225  $ 15225 $ 15225 $ 15225 $ 15,225
Student Services support position $ 19,250 $ 19,250 $ 19250 $ 19,250 $ 19,250
Paraprofessional Lab Assistant $ 16,000 $ 16,000 $ 16,000 $ 16,000 $ 16,000
Benefits $ 39975 $ 44075 $ 44075 $ 44075 $ 44075
Professional Development $ 1,500 $ - $ 1,500 $ - $ 1,500
Supplies $ 6,500 $ 6,500 $ 6,500 $ 6,500 $ 6,500
Library Materials $ 4375 § 4375 % 4375 § 4375 §$ 4,375
Equipment $ 2450 $ 2,500 $ 2,500 $ 2,500 $ 2,500
Marketing $ 2,100 $ 2,100 $ 2,100 $ 2,100 $ 2,100
Equipment Replacement Reserve $ 164,000 $ 30,158 $ 48425 $ 49925 § 48,425
Total Expenditures $ 342475 § 222,183 $§ 241950 $§ 241950 $§ 241,950
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Because the planning effort has been integrated with routine processes and governance structures
of the college, no other significant expenditures have been associated with the development of
the new degree.

The institution’s non-tuition initial investment —$263,875 annually — will be drawn from local
reserves in Year 1. With recent restorations in state funding, the college has identified sufficient
opportunities for base-budget reallocations, going forward, to fund the $77,000-$79,000
institutional contribution by Year 2. The long-term budgetary and financial implications for the
entire institution are therefore expected to be minimal.

Criteria 6: Program specific accreditation.

Currently, the Network Specialist and Data Recovery/Forensics Specialist AAS degrees are
certified under the NSA’s Committee on National Security Systems (CNSS) 4011 and 4013e
specifications. In addition, the college is a Center of Academic Excellence Two Year (CAE2Y)
under that same program, which is valid through 2015.

Because of advancements in technology, the National Institute for Standards and Testing (NIST)
has created the NIST NICE Framework (NICE: National Initiative for Cybersecurity Education).
The curriculum developed for the 300 and 400 level classes will use the NIST NICE Framework
as a guide so that when the Knowledge Units