Megamation Access Handbook
This guide explains SSO, DKIM, and HTML5 access and IT teams know what each item does, why it matters, and what to expect during setup.
SSO
SSO stands for Single Sign-On. It lets users sign in with their organization account instead of managing a separate Megamation password.

The main benefits are easier login, fewer password reset requests, and better control for IT when users join or leave the organization. In Megamation, SSO can be used across the main access points, including the web request page, mobile, and desktop access workflows.

How SSO works
· A user clicks the Megamation login page.​
· The login request is redirected to the college’s identity provider, such as Microsoft or Okta.
· The user signs in with their normal school credentials.​
· After successful authentication, the user is returned to Megamation and signed in.​

What IT usually provides
· Identity provider details, such as Microsoft Entra ID, Okta, or another SSO platform.
· Metadata or connection details required for the SSO setup.​
· A test user account so the setup can be verified before go-live.​
DKIM
DKIM stands for DomainKeys Identified Mail. It is an email authentication method that helps receiving mail systems verify that an email was approved by the sending domain and was not changed in transit.
The main benefit is that system emails can align with the college’s domain, which improves trust and can help with delivery and anti-spoofing protection.

How DKIM works
· Megamation sends an email on behalf of the college or department.​
· The sending system applies a DKIM signature using a private key.
· The receiving mail server checks the public key published in the college’s DNS.
· If the signature matches, the email is treated as authenticated.

What IT usually provides
· DNS access to publish DKIM records.
· The approved sending domain, such as college.edu.​
· Coordination with the email or security team to verify the records and test delivery.

Expected result
With DKIM configured correctly, Megamation-generated emails can appear as coming from the college’s office email domain rather than a generic sender, depending on the final mail flow design.
HTML5
HTML5 access means users open Megamation directly in a browser instead of relying on a locally installed Citrix Workspace client.

Many colleges choose HTML5 because it reduces local installation issues, avoids .ica file handling, and makes access simpler for users on managed and unmanaged devices. It is especially helpful when organizations want a more browser-based login experience.

Why switch to HTML5
· No local Citrix client install is required for end users.​
· Fewer workstation-specific issues during launch.
· Easier support for users who just need browser access.​
· Better fit for organizations moving toward web-first access.​

Things to review first
HTML5 is a strong option for most users, but some local-device functions may need testing before a full rollout. Colleges should review special printing workflows, barcode label printing, and any local hardware dependency before moving all users to HTML5.

