
Your security is our top priority 

 

Security is important when managing your finances online. That's why we use 
advanced security methods to ensure your business and account information is 
safe, including: 
• Online security and activity monitoring 
• Strict policies and procedures for handling customer information 

Early detection and 
reporting of suspicious 
activity 
 

An ever vigilant attitude is needed to detect and prevent cybercriminal activity 
impact on workstations when using the Internet and accessing web-based 
systems. We ask for your assistance in discovering malicious activity as you use 
any U.S. Bank online system. Early detection and quick action is important to 
minimize any potential impact. 

Payments fraud is 
increasing and 
cybercriminals are 
becoming more savvy 

Payments fraud is on the rise due to evolving cybercrminal practices. The 
payments fraud statistics below show why security is so important to  
us and our clients: 
• In 2016, 74 percent of businesses experienced attempted or actual 

payments fraud (AFP 2017 Survey). 
• Approximately 200,000 new strains of malware were created per day. This 

was lower than 2015; however, the attacks were more effective (Panda 
Security — 2016 Full Year Report).  

• Up to 10 percent of global spam email could be classified as malicious 
(Cisco – 2017 Annual Cybersecurity Report). 

• Businesses reported more than 360 million in losses due to Business Email 
Compromise schemes (IC3/FBI 2016 Annual Report). 

Multiple layers of 
security for workstation 
security and safe online 
use 

 

We have highlighted several best practices in this document to help keep your 
workstations safe, including procedures to follow, tools to use and things to 
watch out for when accessing the Internet. We begin with general security best 
practices and follow with U.S. Bank-specific items. Some of the top 
recommendations are: 
• Use dual authorization for online payments. Dual authorization is one of the 

stronger weapons against online payments fraud and is recommended by 
the Federal Financial Institutions Examination Council (FFIEC), FBI and 
Secret Service to combat corporate account takeovers. 

• Install IBM® Security Trusteer Rapport™ on all workstations that access 
SinglePoint® to defend against malware. 

• Identify a workstation dedicated only for financial use. Restrict Internet use 
to only accessing financial websites; block email access.  

• Stay aware of your account and payment activity. 
• Use fraud detection and prevention tools. 
• Set up a security awareness educational program for your organization. 

Latest methods used 
by cybercriminals 

Business Email 
Compromise schemes 

Business Email Compromise schemes, a form of social engineering, have 
become the leading scams within the business world. Instead of malware, an 
organization is tricked into sending legitimate wire or ACH transfers. An 
employee may receive a spoofed email from a vendor requesting a beneficiary 
account change (to an unauthorized recipient) or a fake email from a high ranking 
company official, such as a CFO, to complete an emergency funds transfer. 

Did you know?...Best practices for security 
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What should you do to 
prevent these schemes 
from affecting your 
organization? 

Verify the payment instructions via known contacts and sources. If you feel it’s a 
spoofed email, do not reply. Verify the instructions by calling known contacts. Do 
not contact via email as your contact’s email account may be compromised. In 
the long term, develop a process with vendors and internal employees for 
verifying new and modified payment instructions. If you suspect a fraudulent wire 
transfer request or send an illegitimate wire transfer by accident, immediately 
contact your Commercial Customer Service team (see Customer Service left-
hand navigation). 

Malware Infections Another method used by cybercriminals is a malware infection to infiltrate 
workstations, collect data and identify activity patterns. Then, when a particular 
site and code is entered, they take over your banking session and upload a 
maintenance message screen that the service is unavailable. Meanwhile, they 
may be using your login and security codes to make online transactions using 
your accounts or modifying your existing payments. They may even phone you 
and inform you that the service is unavailable. Through this fraudulent activity, 
criminals can infiltrate your workstation and take control of your online session 
when you log in and then access secure websites as though they were you.  

How does a malware 
infection start? 
 

This is part of a multi-step process. Sometimes it starts when you visit a 
particular website or a particular page within a website. It could start from an 
email, possibly a threatening message that appears to come from a credible 
source such as a government agency or the Federal Reserve Bank or Better 
Business Bureau.* The email contains a hyperlink or an attachment, and when 
you click it, the Trojan-type virus enters your workstation and begins to take over. 
The virus infects your local workstation and your Web browser, such as Internet 
Explorer; it does not infect the SinglePoint application at U.S. Bank. 

What should you do if 
your workstation is 
infected with malware? 

 

Stop using your workstation to access the Internet if you think you have received 
such an email and clicked a link or an attachment. Inform your IT Department (or 
your IT vendor) to perform network and workstation threat assessments and 
upgrade your protection as necessary. Your workstation may need to be re-
imaged (this is a process to remove and reinstall all software, including the 
operating system). Please call us immediately so we can help you work through 
resolution options. We ask for your help in identifying any suspicious activity. 

Types of Fraudulent 
Communications 

Criminals have tuned into the fact that many of our clients are wary of their 
practices. They use many methods to try to access any information they can use. 
Be alert to the following:  

Requests for 
confidential information 

Never share any confidential information, especially TIN numbers, account 
numbers or login and password information via email, phone, text messages or 
social media. Beware of suspicious messages requesting your account 
information via your mobile device (for example, cell phone). We will never ask 
for confidential or sensitive information via email or text message. 

Emails with links Beware of phishing emails. These emails may tell you to use the provided link to 
verify or change your account in some way.  

Official-looking emails Use caution when receiving email with links or attachments, even if you believe 
the email comes from a trusted or official source such as the Federal Reserve 
Bank, Department of Justice, Better Business Bureau, Internal Revenue Service 
or Bank System Administration.* These emails may request personal information 
or instruct you to click on a “case” link.  
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Social engineering Verify the authenticity of out-of-pattern requests if you are authorized to perform 
financial transfers. Social Engineering is a low-tech method used by criminals to 
steal money from unsuspecting customers. For example, criminals may attempt 
to impersonate a high-ranking company official and convince employees to 
submit unauthorized financial transactions or divulge passwords.  

General best practices for online use  

Security and fraud 
awareness programs 

Security and fraud awareness programs can help to reduce or eliminate losses to 
your organization. They can also improve your company’s ability to quickly adapt 
to new threats.  

Security firewall Install a firewall to help prevent unauthorized access to your computer. Keep your 
firewall turned on.  

Anti-virus software Install and regularly update anti-virus software to prevent viruses, and use anti-
spam software to help prevent spam and junk email from entering your inbox.  

Malware detection 
software 

Install software to detect and defend against malware that could steal credentials 
and perform unauthorized actions. 

Anti-spyware software Install spyware protection software to block the installation of spyware on your 
computer. Spyware can monitor or control your computer use and send you pop 
ups or redirect you to websites.  

Software updates Keep your computer operating system and Internet browser current to provide the 
latest protection against fraud and theft.  

Disabled access Log off and disable access to your computer when not in use. 

Administrator abilities Disable local workstation administrator rights for users so that when they are 
logged in executable programs cannot be loaded and workstation configuration 
settings cannot be changed. You may need to create a separate user profile with 
administrator rights for select users. 

Software back-ups Back up all software and sensitive information from your old computer before you 
discard and erase the hard drive.  

Trusted downloads Be careful what you download and only download from a trusted source. 

U.S. Bank payment protection tools 

Dual authorization for 
online payments 

Have the secondary authorizer use a separate workstation. Lower the payment 
limits at which secondary authorization is required. Carefully review payments 
when approving them, including amounts and payees. Review your payment 
activity reporting to ensure your payments were processed as intended. 

Without the  
approval role,  
criminal activity  
may go undetected  
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IBM® Security Trusteer 
Rapport installation 

 

Install IBM® Security Trusteer Rapport to add a layer of security to your 
SinglePoint banking session to protect against malware that can steal your 
credentials or perform unauthorized actions. This software should always be used 
with other recommended best practices.  

Additional things to watch for in SinglePoint: Help identify and report potential problems  

User activity audits Your system administrator should review the User Audit Report regularly to check 
for unusual user activity. Follow up on and report any suspicious activity as you 
use your online services. It is important to detect the problem early and act 
quickly to minimize any potential impact.  

Account and payment 
activity monitoring 

Monitor payment activity closely to ensure the payees, transaction amounts, 
accounts, etc., are correct. Review your payment activity reporting to ensure your 
payments were processed as intended. Review user audit reports to uncover any 
suspicious or unusual access to data and services. Use alerts and messaging to 
stay aware of payment activity. It is also recommended that you research any 
payments you did not expect to receive.  

Specially designed 
payments fraud 
protection tools 

Talk to your Treasury Management Consultant or banker to determine which 
tools are best for your payment activity. In addition to dual authorization, special 
tools such as Positive Pay, ACH Positive Pay and others are designed to provide 
additional payment protection. 

Established security 
procedures 

Follow all recommended security procedures, including keeping password 
information and security tokens secure. Keep your passwords secret and do not 
leave them in an unsecured area; change them regularly for better protection.  

Security token is used 
to generate a code 

The security token you use to initiate payments adds an important level of 
security. Be sure to store it in a secure location. 

Regular password 
changes and 
notification updates 

1. To change your password, click Personal Settings in the left-hand navigation. 
2. Click Change Password. 
3. Enter the new password and click Save. 
4. To update your challenge questions, click Change Challenge Questions. 
5. Update your three password challenge questions and click Save. 
6. Click Manage LaunchPoint and Messaging. 
7. Select messages you want to receive. Then indicate where and how often you 

want them sent. Click Save. 
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Beware of… 

System crashes 
 

Please contact us if you experience your workstation crashing while you are 
logged on to SinglePoint. 

Unusual requests Beware of requests for confidential information from unusual sources. Some 
criminals will contact a SinglePoint user and ask for their credentials, wire PINs 
and token codes, plus the names, credentials and token codes of a coworker. 
This trick essentially compromises two user IDs so the criminal can work around 
dual approval controls.  

Unusual outages Keep an eye out for messages stating that the service will be unavailable during 
the course of a business day. SinglePoint maintenance only happens late at night 
and on the weekends. SinglePoint planned outages are always announced on the 
LaunchPoint page days before the outage. If you do get one of these messages 
about an outage during business hours on a weekday, log off SinglePoint, close 
your browser, disconnect your Ethernet cable (the cable that attaches your PC to 
your Internet service) and immediately call your Commercial Customer Service 
team (see Customer Service left-hand navigation). 

Unusual messages Watch for unusual messages, pop-up windows, etc., outside of normal SinglePoint 
requests. For example, they may indicate that the online banking service is 
unavailable. The only pop-up messages regarding service availability you should 
see within SinglePoint are important or time-sensitive alerts in the form of a yellow 
or grey message box, as highlighted below. 

Time-sensitive alerts 
are yellow; important 
notices are grey 

 
Typical "outage"  
Bank Message  
on  
LaunchPoint  

Note: If messages do not appear as follows, please report to us.  

 

 
Contact us right away 
For more information about completing these steps, or if you see any unusual activity, such as a midday 
maintenance screen, or any other suspicious activity while using SinglePoint or any other U.S. Bank online 
system, please contact your Commercial Customer Service team (see Customer Service in the left-hand 
navigation). We appreciate your ongoing business and are dedicated to ensuring our online systems are 
reliable, accurate and secure.  
Report an intrusion to authorities 
We also recommend you contact local law enforcement or the local FBI office if you believe you have been a 
victim of computer intrusion. Internet Crime complaints can also be filed with the Internet Crime Complaint 
Center (IC3). https://www.ic3.gov/default.aspx 

https://www.ic3.gov/default.aspx
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*Additional resources and terms 
Press releases from the Internal Revenue Service and the Better Business Bureau explicitly state that 
government agencies do not initiate contact with consumers and businesses via email. The following websites 
provide further information and tips regarding fraudulent emails and online security.  
• Internal Revenue Service: http://www.irs.gov/uac/Report-Phishing 
• Better Business Bureau: https://www.bbb.org/scamtips 
• Department of Justice: http://www.justice.gov/ 
• Federal Deposit Insurance Corporation: http://www.fdic.gov/consumers/theft/ 
• National Cyber Security Alliance: http://www.staysafeonline.org. This organization is a cooperative effort 

by government and organizations, including U.S. Bank, to help combat online fraud and identity theft.  
Glossary terms 
• Viruses: computer programs or scripts that attempt to spread from one file to another on a single computer 

or from one computer to another, using a variety of methods, without the knowledge and consent of the 
computer user. 

Online help within SinglePoint 

Help and resource links on every page in 
SinglePoint 
 Help with this page is in the upper-right 

corner of every page. 
 Context-specific help  links explain 

further details of certain fields. 
 LaunchPoint messages provide important 

updates regarding the services you use. 
 Dashboard lets you create a personalized 

control center to access time-critical account 
activity, daily tasks and action items in a 
single page. 

 Personal Settings lets you manage 
Challenge Questions and select which alerts 
you want to receive to stay informed.  

 Service Guide is an online catalog of 
SinglePoint services. Access a full list of 
available services. 

 Help with SinglePoint provides helpful 
information for using all SinglePoint 
services.   

 Customer Service provides your 
Commercial Customer Service phone 
number and email.  

 Mobile SinglePoint provides access to the 
treasury management tools you need when 
you’re away from a computer. 

 Site Map helps you navigate the services 
you have access to within SinglePoint. 

 

 
 

We're here to help 
If you ever have issues, or if you have questions about 
accessing SinglePoint, please contact your Commercial 
Customer Service team. (Click Customer Service in the 
left-hand navigation). 
 

usbank.com/SinglePoint 
Deposit products offered by U.S. Bank National Association. Member FDIC.  
U.S. Bank and SinglePoint are registered trademarks of U.S. Bank National Association.  
U.S. Bank makes no warranty of any kind as to the effectiveness of the Trusteer Rapport software.  
U.S. Bank is not responsible for and does not guarantee the products, services or performance of third parties. 
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